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(54) Distributed client-based data caching system and method 

(57) A systenn and method for enabling data pack- 
age distribution to be performed by a plurality of peer cli- 
ents connected to each other through a network, such 
as a LAN (local area network). Each peer client can 
obtain data packages from each other or from an exter- 
nal server However, each peer client preferably obtains 
data packages from other peer clients, rather than 
obtaining data packages from the external server 
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Description 



tOOOIJ The present invention reiates to a distributed client bs^^^ri H=.t= 

system and method of the present invention enable data packao^^^^^^^^ J"^ '"^ Specifically, the 

s ministic distributed system of peer clients which a h t ^da,^^^^^^^^^^ ' "-^^t- 

for serving the data package to the client Packages, ,n order to maximize efficiency and speed 

SindarpX""rn^^^^^^ 

storage media which are not installed on the c irt'comS itse f tlT^^"" 

'0 and operated through a remote computer knovvn afa Tel col t '^^'^ ''"""^^ ^'°^^Se media we managed 
client computer is also often termed only a St') The XnZ iT °' ' '"^^ ''"^^ 'he 

potentially obtain data from any server on the network Th. Sf . '"f '^"^'^ =«ent computer can 

bandwidth on .he network to enable da' to be lTn^ftm^^^^^^^^^ of «he system is the requirement for sufficient 
evenly distributed between servers on the neSr^ refrnJ^r '^e load is not 

15 decreasing the speed and efficiency of retrieval Thus currentrri.T!L. requests, thereby 

rejr^va, due to the heavy demands'placed uponihe ^vSte LSdth ""'^ "^^"'^ ^"'^ ^^-"^ <^^'a 

LrLNs (;ocaVarnet::rkt;Sr;s:^^^^^^^^ .nternet connection or on connections to 

the main server, and distributing demand for bandwidth mor ^ T ^ '^^'^^^ ^^^"'^'"g 'he load on 

» --rsaretypicallyexpensivetomaintJ^n ? rhe^^^^^^^^^^ Unfortunately, such proxy 

configured. Each computer on the LAN has to be sepaTatrcrnlur^^^^^^^^ '° 
Such configuration is deterministic, such that each clim Itt h! . ? '° communicate with the proxy server 
separately Thus, proxy servers have many drawbacks '° ^°"^™"'<=^'^ ^''^^ each proxy server 



[0004] 

25 



-P '^e benefits Of the proxy server, without requiring ded- 
be deterministic, such that eac! oiLn. coUd colu^^^^^^^^^^^^ "".Sf ^ -'"tio'n would ^ t 

se.er,ratherthanaccording.otheconfigu.tionof.hrcri;^^^^^^^^ 

^ Sgsys^rnS^trwre^b^^^ 

sr-nhr^^irziT^ 

to be served to a client through a iex bl.t ^ e^^^^^^^^^^^^ ^V^'em and method, which enable data 

efficiency and speed for serving the document to thTcl Im The ^^.hl ' .r °' ^'''^'"^ '° '"^''^i^e 

3S to each other, thereby reducing the amount of bandwidrre J^^^^^^^^^ '''' ^^'^^ ^-'- 

[0007] According to the present invention. thereTp^-rded a IthS f . 

work, the network featuring an external serve or e inTa uJas! one T'^^ '''' ^ "et- 

caled server, the steps of the method being perfo 3?y 1 darorLl??^^'' L'" ^"^^^^ ''^'"9 ^ ^edi- 

providing a plurality of peer clients attached to theTtvlrk anS a lii nf n ' ! ""'"P^'^'^S the steps of: (a) 

^0 r^llty of peer clients, each data package on the ist of S oackanl h ' " ""'"^ ^'°^«'' ''V each of the p u- 

tifier for the data package and a location of the da a Lc '^el^ a?l^^^^^^^ T.!"'? '"'^ '"'^'^^""^ ^ '^en- 
the list of data packages by a first peer client to find an entrv for a daf« n° ! "^""^ °' ^""^ «'<-'^'"ing 
-s present on the list of data packages of the firs, pee cl e f -^^^^^^^^^ 

he plurality of peer clients according to the entry for thTdata oaS ^' 
" S r?"''- °' "^''^ packages' ;rsto^:?n he eXnal server 

:.^irp::;sr3:rrrp~^^^^^ 

:r-^-stoneotherpeerclientretr^:grdr^^^^^^^^^^^ 

S"ica:t;;rAr^^^^ 

clients by multicasting. Also alternatively, the request message and LT ^' transmitted ,o the plurality of peer 
ralrty of peer clients by polling each peer client indivlX^ "^"""^ ^"''"9" *^«"«"^»'ed to the plu- 

Cien. from the external se.er. Prefe.bly, the ^^^^^^^ XIsS 
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the first peer client to the at least one other peer client substantially before the first peer client obtains the data package 
from the external server More preferably, the list of data packages is stored on each of the plurality of peer clients, and 
the method further comprises the steps of: (g) receiving the response message from the first peer client by the at least 
one other peer client; and (h) altering the list of data packages being stored by the at least one other peer client for indi- 

5 eating the location of the data package according to the response message. 

[0012] Alternatively, the list of data packages is stored on each of the plurality of peer clients, and the method fur- 
ther comprises the steps of: (g) receiving the response message from the first peer client by the at least one other peer 
client; and (h) altering the list of data packages being stored by the at least one other peer client for indicating the loca- 
tion of the data package according to a probabilistic function. 

10 [0013] Preferably, the probabilistic function is performed according to a set of equations: 

Old location Po(x) = l/(generation+l) 



New location Pn(x) == Ul/(generation+I) 

20 

wherein Pn(x) is a probability that the new location is substituted for the old location. Po{x) is a probability that the old 
location is retained, and "generation" indicates how many times the location had been previously changed. 
[0014] Also preferably, an upper limit is pre.determined for a number of the plurality of peer clients served substan- 
tially simultaneously by the at least one other peer client, such that if a number of the plurality of peer clients served 
25 substantially simultaneously by the at least one other peer client is greater than the upper limit, the method further com- 
prises the step of: (d) sending a busy message from the at least one other peer client to the first peer client. 
[0015] Preferably, the external server is a Web server, and the plurality of peer clients is a plurality of Web browsers. 
[0016] Also preferably, the external sewer is a BackWeb^" server, and the plurality of peer clients is a plurality of 
BackWeb^" cHents. 

30 [0017] Preferably, the unique identifier for the data package is an MD5 digest of the data package, 

[0018] According to still other preferred embodiments of the present invention, the step of retrieving the data pack- 
age is performed according to a protocol based on TCP/IP Preferably, the protocol is HTTP Alternatively and preferably, 
the protocol is FTP. 

[0019] Hereinafter, the term "protocol based on TCP/IP" includes any such protocol, including but not limited to the 
35 HTTP (hypertext transfer protocol) and FTP (file transfer protocol) protocols. 

[0020] Hereinafter, the term "data package" refers to any discrete, identifiable unit of data, including but not limited 
to documents, images, messages, data packages or any other type of data. 

[0021] Hereinafter, the term "computing platform" refers to a particular computer hardware system or to a particular 
software operating system. Examples of such hardware systems include, but are not limited to, personal computers 

40 (PC), Apple Macintosh ™ computers, mainframes, minicomputers and workstations, which are also non-limiting exarrv 
pies of data processors for operating a software application under an operating system. Examples of such software 
operating systems include, but are not limited to, UNIX. VMS, Linux, MacOS"^". DOS, one of the Windows™ operating 
systems by Microsoft Corp. (USA), including Windows NP". Windows 3.x™ (in which "x" is a version number, such as 
"Windows 3.1™"), Windows95™ and Windows98™ . 

45 [0022] For the present invention, a software application could be written in a substantially suitable programming 
language, which could easily be selected by one of ordinary skill in the art. The programming language chosen should 
be compatible with the operating system according to which the software application is executed. Examples of suitable 
programming languages include, but are not limited to, C, C++ and Java. 
[0023] Hereinafter, the term ''broadcast' may also include "multicast" as well. 

50 [0024] The invention is herein described, by way of example only, with reference to the accompanying drawings, 
wherein: 

FIGS. 1 A and 1 B are schematic block diagrams of an exemplary basic system and method according to the present 
invention; 

55 FIGS. 2A-2E are schematic block diagrams of an exemplary request/response protocol and method according to 
the present invention; 

FIG. 3 is a schematic block diagram of an exemplary prefen-ed data-flow diagram according to the present inven- 
tion; 
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exemplary request and response messages according to the present invention. 

tSewe JL^^=ruSLlL:r^^^^^^ and method, which enabie data 

efficiency and speed for serving the data to the cl eTS hn^^ '''^'"^ ""^'^ '° '^'^'"''^^ 

other, thereby reducing the amount of ba dwidth equled S obtain d' 1 ^ata to each 
[00261 The svslem and mo»h«H required to obtain data from an external server 

server. Furthermore, the network traffic is not sSLnrv affectd It' ^ l"^'"''"^ "'"^ ' ^P^^i^iized proxy 
for peer-to-peer communications. Most curre l oreia n^ortr h architectures are well suited 

which communication between two peers does not af^J sTm S Z^^^ ' "^'"9 ^^"'^^""S hubs, in 

work. Thus, the system of the present invention ovtc^m s r^-wh^ '""""^ °" 

loads to the traffic on the ne Jork itsetf the drawbacks of a proxy server, yet does not add significant 

KUth^^Z^groJiiht^^^^^^^^^^ 

on the memory or on the disk or disks of the client ThenlT diT''''^ '"'"'P'^ '° ^^^^ Package locally 

tion retrieves the data package from the approprL se^el " '^^^''^^ '^^ ^"''^are applica- 

an,.irx^^^^^^^^^^ 

the local network "neighborhood" before resorting to rSLo 21 T" ' P««^ 

[0029] Thus, for the system of the DresentrvpnLn ^ ''^^''^9^ 

requires a data package. It queries aH he h t . rir^ - ^ caching proxy. Once a client 
age. If no neighboring peer client has the datrDlkal Th! r ^ °" "^'^"^^ '^at data pack- 
as usual. However, if a neighboring c.Ln, a eVd"^^^^^^^^^ ''^ta package from the external server 
[IS data package from the peer client rather than'rom tL SSsetr "'""''"^ ^"^'^^ 

Lntin z^s::xz::2 r'^ffrerre'dSsr .r ^^^^^-^ ^^^^^-^ --^^^-^ 

[0031] Figure 1A is a schematic block dilnTJ J? T accompanying description. 

so Figure 1B is a flowchart of the opta n of "^1^;;"^^^^^ ^ r."?'"^ '° "^^^^"^ -^'"e 

plurality of peer clients 12 connected by a loca!neCori4 o?.ll t' ''^ ' 'y'*"'" " ^'"^'^ f"<='"des a 

line in Figure 1 A. Two peer clients 12. labeled "w^^^^^^^^ ^^l! ! LAN. indicated by the heavier 

of illustration only and without intending to be limiting inlv Jav L^'^ " ' " """"^ 

server 16 of some type by an external conne.ti.n i « a Z r!:, " connected to an external 

nal servers could also be implemented. External serve 6 is , d^Hi T T ""^ ^ P'^^^lity of exter- 
mary or at least a substantliy significant Se a a T'^ ';'^^^^^^^^^ '"'"T' 'f^^' this server has a pri- 
external connection 18 only connects to lo al ne Jor^U a one -t'^ °^ 

er';ir;rrrii^ 

package. For example, peer client 20 oouCery peer "'T I'" ^ ^^^'^^^'^^ ^^ta 

data package. In step 3a. If peer client 22 has the desi «^ - "'^^^^^ " ^"^^ ^^''^^^ 

from peer client 22. Alternately, as shown in ep 3 f of f cK^^^^ ''''' ^0 obtains the data package 
peer client 20 obtains the data packageTm sfn/er 6 thr^uoh ^^^^^^^^ ^ '^^'^^^ ^^'^ P^^^^^ge, then 

gJherpS^^^^^^^^^^^ 

exemplary embodiment of the system of throre^entTnln^^n ^ ^^^'^^ ^"^"y' ''ig"'^^ 2A-2D Illustrate an 
WebTM (BackWeb Technologies Ltd. Ramit Can Israeiron a ^7'"^"'"'°: ^PP''=ation of Back- 

an exemplary embodiment of the system^ he p/ese^f LrnH^^^^^^ '1 ""'"'"'^ ^^'^^^^ ^^"''^ * ^nd 5A-5B illustrate 
cation on the Internet. '"'P'ementation with a Web browser software appli- 

[0035, Figure 2A shows an exemplary ioca, network 24 which features a plu.lity of peer clients 12 of which three 



50 [0033] 
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are shown for the purposes of discussion only and without intending to be limiting in any way For the purposes of dis- 
cussion only, suppose a peer client 26. labeled "A", wishes to obtain four data packages 'W\ "X'. T" and "2". None of 
these data packages are local to peer client 26. which must therefore obtain these data packages from either another 
peer client 12 as an internal server, or from an external server (not shown). Local area network 24 features two other 
5 peer clients 12: peer client 28, labeled "B". and peer client 30, labeled "C". Peer client 26 must therefore first communi- 
cate a request to peer client 28 and peer client 30 to see if the desired data packages are available at either location, 
and then peer client 26 must obtain these data packages from peer client 28 or peer client 30 if the desired data pack- 
ages are available. 

[0036] Preferably, two protocols are used for communication between peer clients on a local area network (LAN), a 
10 data package-exchange protocol and a controi protocol. Specifically, the data package exchange protocol is used to 
transfer data packages between peer clients, once the desired data package has been located, and is described in 
greater detail with respect to Figure 2B below. The control protocol enables each peer client to efficiently build and 
maintain tables which describe the location of available data packages across the local area network by exchanging 
messages. 

15 [0037] Each peer client maintains two hash-tables which contain information about data package location: a local- 
data packages table and a network-data packages table. The local-data packages table is a hash-table of data pack- 
ages which reside on the storage medium or media of the peer client itself. The network-data packages table is a hash- 
table of data packages which reside on the storage medium or media of other clients on the local network. This table 
contains the local area network address of the peer client on which each data package is being stored. The size of this 

20 hash-table is preferably limited in order to reduce memory consumption. More preferably, each entry in the table has a 
time-stamp, such that older entries are purged when the size of the table exceeds the upper permissible limit 
[0038] In order to effectively identify the desired data package, preferably each data package has unique identifier 
or "fingerprint" associated with it. More preferably, this unique identifier is an MD5 digest of the content of the data pack- 
age (for a description of the MD5 specification, which is an industry standard and would therefore be obvious to one of 

25 ordinary skill in the art. see "RFC 1321" at http://ds.intemic.net/rfc/rfc1321.txt). 

[0039] Once any peer client knows both the unique identifier and the location of the data package on the local net- 
work, that client can then proceed to download the data package. However, the peer client may not know the location 
of the desired data package, in which case the client must follow a control protocol according to the present invention 
in order to determine the location of the desired data package and to enable the client to build these hash tables with 

30 respect to future attempts to locate a data package. 

[0040] The control protocol is used to provide each client with knowledge about the locations of data packages 
across the local network. In the preferred implementation illustrated with respect to Figures 2A-2D, control messages 
are preferably sent and received as broadcast or multicast packets. Local area networks such as Ethernet networks 
support broadcast or multicast packets such that all peer clients on a local area network receive the broadcast or mul- 

35 ticast packets. Effectively, a single packet can be sent to all peer clients by using broadcast or multicast, thereby reduc- 
ing the amount of traffic on the network required as a result of transmitting the request message (see for example 
Chapter 12, "Broadcasting and Multicasting", of TCP/IP Illustrated Volume, by W. Richard Stevens. Addison-Wesley. 
1994). However, optionally the system of the present invention could poll each peer client individually with a control 
message for that peer client, although this is not preferred since such individually addressed messages would consume 

40 excessive amounts of available bandwidth. In such a situation, preferably polling would be restricted to a certain group 
of peer clients as internal servers, in order to reduce the amount of traffic on the local area network. 
[0041] For the prefenred implementation in which broadcast or multicast is used, more preferably, the decision to 
select either IP multicast or broadcast is made according to the configuration set by the network administrator for the 
local area network. IP multicast is preferable in terms of load on the clients of the local network, but may not be sup- 

45 ported on all platforms (operating systems). More preferably, the TTL or Time to Live may be configured. The TTL spec- 
ifies the number of routers a packet can cross before being dropped. Configuring the TTL enables data package sharing 
to be expanded across subnet boundaries. 

[0042] As shown with respect to Figure 2B. the control protocol of the present invention preferably operates as fol- 
lows. In step 1, peer clienfA" from Figure 2A looks for a data package on the local storage medium or media. In step 
50 2. since the data package was not found locally on the medium or media of peer client "A", peer client "A" must down- 
load the data package and therefore preferably multicasts (or alternatively broadcasts) a request message. A request 
message preferably contains a protocol identifying version number (PVN) for the control protocol of the present inven- 
tion and a list of MD5 digests of the needed data packages, as shown in Figure 2C. 

[0043] Optionally and preferably, If more than one data package Is desired, a list of requested data packages is 
55 Included in the request message rather than a single MD5 digest, in order to reduce the total number of request mes- 
sages on the network. 

[0044] In step 3. the neighboring clients, shown as peer clients "B" and "C" in Figure 2A, receive this request mes- 
sage and search for the requested data package in their local-data packages hash-table. A peer client which does not 
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Shorter random interval L'walting blfol^^nTn^t^Lponrl^sC' ' ' " """^ 

iae^rim .h''''^?'"^! "'"^'"^ '"""^ "^''^^'^^ ^"^^^ ^ downloading the data pack 

Ken wlitl for I'^l'oZTnl rl"lnf '"""''h '^"^^""'^ "^^^^-^^'^^ - ™"--«ng. 

miu men waiis Tor a response. If no response ts received within a certain period of time in steo 2 the rli^nt tr^nor^if. 

the data package or data packages from the external server which are not available locally, rather than o2^^^^ 
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the data packages from the external server, thereby reducing network traffic. 

[0054] According to preferred enribodiments of the present invention, preferably the process of downloading data 
package from peer clients is optimized to reduce the amount of time required for downloading, the load on each indi- 
vidual client and the overall network traffic. Such optimization is performed as follows. 

5 [0055] First, preferably the exit degree of each client is bound, such that each client Is only able to serve a fixed, 
limited number of other clients simultaneously More preferably the default limit is three other clients, for example, or 
some another appropriate number which is preferably configured by the user or by the network administrator. If an addi- 
tional client attempts to download a data package from a client which is already serving the maximum number of other 
clients will receive a "busy" message. This feature limits the load on each individual client. 

10 [0056] Also preferably the present invention is able to optimize the selection of the best client from which the data 
package should be obtained. For example, If client "A" had already downloaded a larger portion of the required data 
package than client "B". transfemng the data package from client "A" is more optimal. Such clients are preferentially 
selected to serve data packages, since these clients will be able to serve the data package after a shorter time period 
has elapsed. Such preferential selection occurs by shortening the time period for waiting before these clients respond, 

15 thereby increasing the likelihood that they will serve the data packages. For this reason, the client preferably calculates 
the random delay before responding such that the delay is inversely proportional to the percentage of the data package 
which has been already downloaded. In addition, the random delay is preferably proportional to the number of clients 
being served at the moment, in order to decrease the likelihood of overloading already busy clients. 
[0057] In addition, according to other preferred embodiments of the present invention, preferably the entries of the 

20 locations of data packages in the network data packages table are updated according to a probabilistic function. Such 
a function is preferred in order to prevent all of the clients from registering a single client as the server for any particular 
data package, for example. When different clients respond, usually at different times, indicating they have a specific 
data package, the remaining clients listening across the network update the entry for this data package in their network 
data packages table, by adding the IP address, or some other type of address according to the addressing system 

25 employed by the network, of the client which can serve the data package to this table. In a simple implementation, the 
clients would store only the last advertised location of each data package, and therefore many or all clients might 
attempt to obtain the data package from a single client as the internal server, thereby overloading that client. 
[0058] To avoid this situation, preferably the following probabilistic algorithm is used to determine the particular cli- 
ent address which is stored in the network data packages table. Each time a new client transmits a response message, 

30 indicating that this client is able to serve a particular data package, the probability that the new IP address of the new 
client is substituted for the old IP address is calculated according to the following equations: 



35 



40 



New IP address = ^ 



Old IP address Po(x) = I/(gencration+l) 



New IP address Pn(x) = 1 - l/(generatioiri-i- 1 ) 



wherein Pn(x) is the probability that anew IP address is substituted for the old IP address, Po(x) is the probability that 
the old IP address is retained, and "generation" is a number indicating how many times this address had been previ- 
ously changed. 

45 [0059] For example, if client "A" responds indicating it has data package "X", then initially all other peer clients store 
the IP address of client "A" as the location of data package "X". If client "B" then broadcasts a response also indicating 
that client "B" has data package "X", then the probability that any one client now changes the IP address for the location 
of data package "X" is 50%. In other words, about half of the clients should now point to client "A" and about half should 
point to client "B". 

so [0060] Such a substantially even distribution of load across multiple clients should produce data-flow with a tree- 
shaped topology, as shown in Figure 3, rather than a random topology, thus optimizing the average download time and 
the load on the serving clients. 

[0061] Furthermore, if any client requests a particular data package during the period required by clienfA" for 
downloading that package, preferably client "A" sends a broadcast or multicast message indicating that the package is 
55 in the process of being downloaded. Therefore, preferably only a single client "B" polls client "A" for each data package, 
for example. Other clients preferably automatically receive any responses from that polling action though the broadcast 
or multicast transmission, and thus will not be forced to poll for themselves. 

[0062] The polling (request/r sponse) traffic is optimized since there is usually no need to transmit both a request 
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and a response for each data package needed by each client. Such optimization is possible since each client preferably 

7Z7 .^""^'r request/response communication of all the other cLts and Vemem er^the 

of the data packages in the networl<-data packages table. -"""er:, me location 

[0063] As previously described, the actual process for receiving a data package from an internal server is oer 
formed according to the data package exchange protocol, by using the HTTP protocol or so^e other s iS e peer o 
peer communication protocol. The data package transfer software application of the present inven on prefe^aWv fe^ 
Uires a timer, for detection of an aborted transfer or a very slow data package transfer, for exampi Thelm r d Jter- 
TcLTZT ' •i"^^^ ^ «"^e.out occurs, the requesting client preferably repeat The whole 

transfe , 1 r r '"'^ ' "'"^"'y °' ^"^'"P'^' P^^'^^^bly ceases to a tempT o 

Z^"" - J... package or La 

[0064] Again as described previously, if a requested data package has not yet finished being downloaded bv a oeer 
Zfrlr^ ^eq"-t.ng client receK.es a message indicating that the data package is not ready, as weTa an indSLLn o 
lTr.T. T T'."^"'' f"'"' downloaded. The requesting client continues polling the serving dien un N the 
nated for a long period of time, the requesting client behaves as if a time-out occurred 

S!fi • *° t'^*"""^' f'^^^"^"^ of the present invention, substantially automatic detection of peer 

,t netl<,^'r K ■ ^"^bles each peer client to detect the presence of other ee die ts on 

T:^^^::^' P-^°^ -^"'-^ download a data package ifno 

[0066] Preferably the amount of bandwidth on the local area network which is consumed by each peer client serv 

ITl «f 1^^^'""°';: f »° P'^' ^"^"'^ unauthorized access of local storage media through the 

ackarJ In^r r^^^ T"'" '^'"''^ ^^^'"^'^ P^^^^^^^'y '"^'^^^d- "^^^ example preferably only d ta 
packages identified ,n the hash tables are able to be transferred from the client. Thus, transmitted data packaaes are 
preferably only data packages which were intended to be served to the peer dients, such that matious users prefera 
biy cannot use the system of the present invention to obtain "random" data packages from the sto age med^o a peer 
client Data packages are more preferably only referenced by their unique identifier, such as their 128-bit MD5 diqest 
the n m' 'of « hT^'T " °?'' '° ^""^ ' ' '"'-'^^^ -'^'P'-t knows this digSTs 

peer Zt " '° P^^'"" ^^^"^^1 ^^'^ P^-^k'ge from a 

'° K?*! ^/'"''^'"S to another embodiment of the present invention, the system of the present invention is also aooli 
cable to Web browsers. FTP clients, and other software applications involving client-server data-traSr^s d«cr^^^^^^^^ 
2 reference to Figures 4 and 5A-5B. another exemplary embodiment of the present invention is usedtr cact g^^^ 

fSp wi °^!''T'!^,l^ "'""""^ ""'"^ °P^'''^^ ' """"^ '=°'"P'^»«^ ^^^"^^'5 « ^Pe^^ific data package 
TnThe irfr ,H ? °f '^'^ " '^ata package is found 

in the local cache, then hat data package is retrieved from the local cache. Othen^ise, the Web browser issues a mes- 
sage requesting this data package, preferably by using broadcast or multicast message transmission The data D^ck 
age IS prefera ly uniquely defined by a unique identifier. More preferably, the unique identifier is e URL ^^data 

[0070] For optimization, if more than one data package is required, the Web browser preferably transmits one 

woTklu^r'T T'""'"' '"i 1 '''''' '''' '""^'^'y -^-'"9 -twork traffic acrosste net! 

work. Such a situation may anse tf. for example, the Web browser had just parsed an HTML (hypertext n^rk up Ian 
guage) document^ or Web page, which contains many links to follow Preferably and optional y efc^rquS mess g" 
contains an identrfying "mag.c number, which may contain the protocol version (PVN) For ins ance: "V1 0" As shS" 
n F.gu,e 5A. the request message indudes the list of URL's or other unique identifiers to identify the data packagror 
data packages being requested which is similar in function to the list of MD5 digests described previouslyL reques 
messages, and a unique identifier identifying the request message, shown as "REQ" 

[0071] In step 2, other Web browsers across the network listen to deted request messages of this type These Web 
br^sers, which are peer dients for this embodiment of the present invention, deceive this reque t n^L Se and c^^^^^^ 

rLT^^ffh? ' ''V''"''!!' ' ^'^^ l°<=-' ^<^^ Web browser that Web 

M T ! T I ""'^ P^"^"'^'"y ''^"'"^^^ ^ '^^Ponse message indicating it has the 

equired data package (or data packages). Preferably the message is broadcast or multicast. Mor preferab?, hat Web 
browser does not reply ,f another Web browser had replied first. A reply message is preferably sent by a partS Web 
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browser even if the requested URL is still being downloaded by that Web browser. 

[0072] In step 3, if no response to an issued request message Is received within a certain annount of time, for exam- 
ple 5 seconds, then the process is preferably timed out. In this case, the Web browser preferably no longer attempts to 
obtain the URL from another Web browser, and the URL is obtained from the regular Web server using regular HTTP 

5 protocol. Before starting to download the data package from the regular Web server, the Web browser preferably trans- 
mits a response message indicating that this particular Web browser is downloading the data package. 
[0073] On the other hand, if a response message is received, the Web browser obtains the URL from the other Web 
browser which Indicated that it had the URL in the local cache. Preferably Web browsers across the network record the 
URLs and the address from which the response message originated for future use. such that these Web browsers 

10 would be able to download the URL at a future time without first transmitting the request message. 

[0074] Once the Web browser is able to locate a data package on a neighboring Web browser, the Web browser 
attempts to download the data package. The downloading process is performed with a suitable data-transfer protocol, 
such as HTTP or FTP. If a time-out or other failure occurs during the processing of data package transfer, the receiving 
Web browser preferably performs substantially the entire procedure more than once. More preferably the number of 

15 permitted attempts to retry the transfer is configurable. If the process fails after these attempts have been performed, 
preferably the Web browser transfers the required data package or data packages from the regular Web server. 
[0075] According to preferred features of this embodiment of the present invention, data package downloading is 
well distributed, such that the Web browsers do not obtain a data package from only a single Web browser, but rather 
obtain the data package from a plurality of Web browsers. Such distribution is maintained as follows. 

20 [0076] First, preferably the number of simultaneous data package transfers from a single Web browser is limited. If 
this number is exceeded, the Web browser transmits a "busy" message to other Web browsers attempting to transfer 
the data package. Next, preferably once a Web browser receives a message giving the location of a particular data 
package, the corresponding entry in the hash table for that data package is not altered every time another response 
message is received pertaining to this data package. The hash table is preferably altered by subsequent messages in 

25 a probabilistic manner, such that the probability that any particular entry is updated to indicate a new location of a data 
package is equal to 1/(generation+1 ), where 'generation' counts the number of times a response message was received 
for that data package. 

[0077] For example, if Web browser "A" transmits a response message indicating that data package "X" is on the 
local cache, then initially all of the neighboring Web browsers have an entry in the hash table indicating that Web 

30 browser "A" is the location of data package "X". If Web browser "B" then transmits a response message for data pack- 
age "X", then each Web browser preferably now alters the entry in the hash table to indicate a new location of data 
package "X" with a probability of about fifty percent, such that about fifty percent of the Web browsers now have an 
entry indicating that the data package is available from Web browser "A" and such that about fifty percent of the Web 
browsers now have an entry indicating that the data package is available from Web browser "8". Thus, a good load dis- 

35 tribution can be achieved. 

[0078] The random delay (mentioned in step 2 above) chosen by a browser is proportional to the number of cur- 
rently served browsers, or the number of browsers currently downloading data packages from that browser, and 
inversely proportional to the amount of the data package already downloaded by it. This way the browsers more eligible 
to download from are more likely to be chosen by other browsers to serve these data packages. 

40 [0079] While the invention has been described with respect to a limited number of embodiments, it will be appreci- 
ated that many variations, modifications and other applications of the invention may be made. 

Claims 

45 1. A method for distributing data packages across a network, the network featuring an external server for serving at 
least one data package, the external server being a dedicated server, the steps of the method being performed by 
a data processor, the method comprising the steps of: 

(a) providing a plurality of peer clients attached to the network and providing a list of data packages, said data 
50 packages being stored by each of said plurality of peer clients, each data package of said data packages hav- 
ing an entry in said list, said entry indicating a unique identifier for said data package and a location of said data 
package in at least one of said plurality of peer clients; 

(b) examining said list of data packages by a first peer client to find an entry for a required data package: and 

(c) if said entry for said data package is present on said list of data packages of said first peer client, retrieving 
55 said data package from said location at another of said plurality of peer clients according to said entry for said 

data package. 

2. The method of claim 1 , wherein said list of data packages is stored on at least said first peer client. 
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3. The method of claim 2, wherein alternatively said entry for said data package is absent from said list of data pack- 
ages of said first peer client, the method further comprising the steps of: 

^d)^sending a request message for said data package by said first peer client to at least one other peer client: 

SLT""?^ T'"^" t ''''' P^^' ^""^ ^^''^ '^^5' °<f^er peer client, retrieving 
said data package from said at least one other peer client by said first peer client. 

4. The method of claim 3. the method further comprising the step of: 

Sih'S"^ '''' °' "^'"9 by at least said first peer client for indicating said location of 

said data package according to said response message. 

^" l^l^A^f^f °^ "^i"" I u^"'"'" '"'^ '^^'""9^ fr^"^ said at least one other peer client 

by said first peer client, the method further comprises the step of: 

(g) obtaining said data package by said first peer client from the external server, 

^" LtrJonf ^' ^r'"""' '^r^"'*"^ '^"P °' '""^'"9 ^ ^^^P°"^^ '^^s^^ae by said first peer client to said 

at least one other peer client substantially before said first peer client obtains said data package from the external 

^' m.thTHr?h °' ®' ""T'" ''"^ °' P'"^"9*' °" ^^'^►^ °f s^id plurality of peer clients the 

method further comprising the steps of: k^^i wrems, me 

(h) receiving said response message from said first peer client by said at least one other peer clienf and 

t on If S ' ' T'" '"''T "^'"^ '''' ^' for indicating sa d loca- 

tion of said data package according to said response message. 

■ IIlthTH?°i °' ^^r'" °^ P^'^'^^a^' °" °f plurality of peer clients the 

method further comprising the steps of: k^=i ^mcmis, me 

(h) receiving said response message from said first peer client by said at least one other peer clienf and 

tl fT^d ' T'" '"""T' '""^ ''''' ''"^ P-^ for indicating sa d loca- 

tion of said data package according to a probabilistic function. 

. The method of claim 1 , wherein an upper limit is predetermined for a number of said plurality of peer clients served 
substantiany simultaneously by said at least one other peer client, such that if a number of said pfurLro pee7df- 

metVor i," T""^"^°-'y '^^^t one other peer client is greater than said upp'er l r^i tht 

method further comprises the step of: 

(d) sending a busy message from said at least one other peer client to said first peer client. 

(a) an external serverfor serving at least one data package, said external server being attached to the network; 

^^f^l^rltlf '^'h I'T """"^^^^t" "^'^^^l^' the data packages being stored by each of said plurality 
of peer clients, each data package of said data packages having an entry in the list, said entry indlitina a 
unique Identifier or said data package and a location of said data package in at leas one Sd piS y'of 

a^^ moZt'? ' r' f ' '''' P^°^^9« ^^°°^d'"9 t^e list, each peer c^n firs 
,nSS r Tr 7 ''"^.r^^^' '''^ a"°'her of said plurality of peer clients, and alternatively retrte^- 
mg said data package from said external server if said data package is not available from another of said plu- ' 
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